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Why are we talking about 
Secure Software 
Development ?
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Case 1: SolarWinds Attack 2020

üa supply chain attack leading to data breaches globally

ü threat actors turned the Orion software into a weapon 
gaining access to several government systems and 
thousands of private systems around the world

ü infected up to 18,000 customers globally, including major 
U.S government departments

üone of the most sophisticated cyberattacks in the software  
lifecycles  ever deployed
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Case 1: SolarWinds Attack 2020

üa supply chain attack leading to data breaches globally

ü threat actors turned the Orion software into a weapon 
gaining access to several government systems and 
thousands of private systems around the world

ü infected up to 18,000 customers globally, including major 
U.S government departments

üone of the most sophisticated cyberattacks in the software  
lifecycles  ever deployed

Vnot enough to build a firewall 
and hope it protects 

Vneed to actively seek out 
vulnerabilities in systems 
software
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Case 2: Dependency Confusion Attack 2021

üunveiled  by security researcher Alex Birsan (@alxbrsn) in 
2021

ü targets third -party dependencies . 

ü threat actors inject malicious code  into the dependencies 
the application uses, allowing them to access the 
application and its data . 

übreached the systems belonging to Microsoft, Apple, 
Uber, and Tesla. 
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Case 2: Dependency Confusion Attack 2021

üunveiled  by security researcher Alex Birsan (@alxbrsn) in 
2021

ü targets third -party dependencies . 

ü threat actors inject malicious code  into the dependencies 
the application uses, allowing them to access the 
application and its data . 

übreached the systems belonging to Microsoft, Apple, 
Uber, and Tesla. 

Vdevelopers must know about 
the risks of dependency 
confusion and the importance of 
secure package management
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Case 3: NATO Data Breach 2022

üa data breach on the - 3.ɀÚɯ"ÖÔÔÜÕÐÛÐÌÚɯÖÍɯ(ÕÛÌÙÌÚÛɯ
(COI) Cooperation Portal

üsoftware was injected with  malware by SiegedSec (a 
cybercrime group with a history of politically -motived 
attacks)

ü  3,000 stolen files total more than nine gigabytes of 
sensitive data intended for NATO countries and partners..

üwas a response to - 3.ɀÚɯÏÜÔÈÕɯÙÐÎÏÛÚɯÝÐÖÓÈÛÐÖÕÚɯand 
because it was ɁÍÜÕɯÛÖɯÓÌÈÒɯËÖÊÜÔÌÕÛÚȭɂ
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Case 3: NATO Data Breach 2022

üa data breach on the - 3.ɀÚɯ"ÖÔÔÜÕÐÛÐÌÚɯÖÍɯ(ÕÛÌÙÌÚÛɯ
(COI) Cooperation Portal

üsoftware was injected with  malware by SiegedSec (a 
cybercrime group with a history of politically -motived 
attacks)

ü  3,000 stolen files total more than nine gigabytes of 
sensitive data intended for NATO countries and partners..

üwas a response to - 3.ɀÚɯÏÜÔÈÕɯÙÐÎÏÛÚɯÝÐÖÓÈÛÐÖÕÚɯand 
because it was ɁÍÜÕɯÛÖɯÓÌÈÒɯËÖÊÜÔÌÕÛÚȭɂ

VPromote secure coding practices 
during the development process to 
minimize vulnerabilities that 
attackers could exploit to inject 
malware.

V  Regularly conduct security code 
reviews and utilize automated 
security testing tools to identify 
potential weaknesses.
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Case 4: MOVEit data breach Attack 2023

üa zero-day exploit of /ÙÖÎÙÌÚÚɯ2ÖÍÛÞÈÙÌɀÚɯMOVEit  Transfer 
enterprise file transfer tool

üused by a ransomware gang called Cl0p 

üallowed the hackers to inject SQL commands and access 
the databases of MOVEit  customers

ü the biggest data theft of 2023

üover 2,500 organizations have reported being attacked, 
with data thefts affecting more than 62 million people as 
of Oct 2023
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Case 4: MOVEit data breach Attack 2023

üa zero-day exploit of /ÙÖÎÙÌÚÚɯ2ÖÍÛÞÈÙÌɀÚɯMOVEit  Transfer 
enterprise file transfer tool

üused by a ransomware gang called Cl0p 

üallowed the hackers to inject SQL commands and access 
the databases of MOVEit  customers

ü the biggest data theft of 2023

üover 2,500 organizations have reported being attacked, 
with data thefts affecting more than 62 million people as 
of Oct 2023

VCheck indicators of 
compromise ( IoCs) that 
may suggest your software  
has been affected by the 
attack.
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6ÏÈÛɀÚɯÙÌÈÓÓàɯÎÖÐÕÎɯÖÕɯÏÌÙÌɯȳ
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6ÏÈÛɀÚɯÙÌÈÓÓàɯÎÖÐÕÎɯÖÕɯÏÌÙÌɯȳCost of Cyberattacks ɬ 
Billions!!
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Increasing Complexity and Threat Vectors
Number of unpredictable and highly dynamic factors 

3) Convergence of Big data, HPC and Cloud services

4) Reliance of more and more software applications on open -source 
packages and third -party dependencies

2) Proliferation in the hybrid system models and orchestration of many 
complex software services 

1)Heterogeneity of interconnected networks, applications, server, and 
virtualized infrastructure components

5) Dependence on digital data transfer becoming increasingly common 
for businesses of all sizes and domains.
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Increasing Complexity and Threat Vectors
Number of unpredictable and highly dynamic factors 

3) Convergence of Big data, HPC and Cloud services

4) Reliance of more and more software applications on open -source 
packages and third -party dependencies

2) Proliferation in the hybrid system models and orchestration of many 
complex software services 

1)Heterogeneity of interconnected networks, applications, server, and 
virtualized infrastructure components

5) Dependence on digital data transfer becoming increasingly common 
for businesses of all sizes and domains.

V Risks continue to increase!

V Vendors are likely unaware 
that their software, apps or 
updates are infected with 
malicious code when 
released to the public
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Security Not a Priority

üDuring Software Development other design priorities 
often trump security

Cost

Faster Builds

Convenience

Open 
Architecture Backwards 

Compatibility

Software 
Design

19



Software 

Development Life 

Cycle

Secure Software 

Development Life 

Cycle

Threat Modeling SAST and DAST 

tools

Question and

Answers

Continued..

20



Software Development Cycle

u A generic methodology can be seen in the foundation 
of these processes and consist of these crucial aspects:
Ç Proposal 

Ç Production 

Ç Distribution 

Ç Maintenance

u Adhering to this strategy is what defines the 
effectiveness of these life cycle models

u Simplicity and Efficiency Leads to Beneficial Results

21
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Risk 
Assessment

Threat 
Modeling

Static and 
Dynamic 
Analysis

Security 
Testing and 
Assessment

Operational 
Assurance

Securing Scientific Software Development 

Mitigating the risk of software vulnerabilities with best practices and tools for secure scientific 
software development                                                                                               

Requirement 
Analysis

Design

DevelopmentTesting

Maintenance
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DevOps Life Cycle

23

u developer team and the IT operations 
team working together: DevOps

u collaboration helps aids in superior 
quality throughout the system

u continuous development and 
continuous integration (CI/CD) 

ucontinuous testing, continuous deployment, 
monitoring, feedback, and operations 

uËÌÝÌÓÖ×ÌÙÚɯÊÈÕɯÌÕÚÜÙÌɯÈÕɯÈ××ÓÐÊÈÛÐÖÕɀÚɯÖ×ÌÙÈÛÐÖÕÚɯ
and security



DevOps Life Cycle

24

u testing oversees the manufactured code 
against the problems that arise after 
compilation. 

u utilization of automation tools after 
developer check

u continuous deployment and efficient 
risk assessment where developers can 
take advantage of the running 
application. 



DevOps Life Cycle

25

u testing oversees the manufactured code 
against the problems that arise after 
compilation. 

u utilization of automation tools after 
developer check

u continuous deployment and efficient 
risk assessment where developers can 
take advantage of the running 
application. 

The security issues 
are usually not 

detected until the 
software has passed 
all the tests through 
the security teams.
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DevSecOps Life Cycle

27

u Plan

Addressing technical security such as, investigating firewalls, 
antivirus software, password management, backups, choosing or 
creating security policies for production, training staff on the 
security tools to be used throughout the lifecycle

u Code

Employ IDE Security Plug -ins - each IDE supports a different suite 
of security plugins. For Visual Studio, security reviewer process all 
languages and file extensions to investigate and detect  hidden 
weaknesses , highlighting vulnerabilities using Open Web 
Application Security Project (OWASP), Payment Card Industry Data 
Security Standard( PCI -DSS), Web Application Security Consortium 
(WASC), Common Vulnerabilities and Exposures (CVE) or more

u Build

Using Static Application Security Testing (SAST) tools to scan an 
È××ÓÐÊÈÛÐÖÕɀÚɯÚÖÜÙÊÌȮɯÉÐÕÈÙàȮɯÖÙɯÉàÛÌɯÊÖËÌȰɯÈÐËÚɯÐÕɯÙÌÔÌËÐÈÛÐÕÎɯ
underlying security flaws. Dynamic Application Security Testing 
(DAST) used to perform tests the application at runtime, analyzing 
the web application through front -end vulnerabilities. 



DevSecOps Life Cycle
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u Test

Chaos Testing is testing production applications by performing health checks and 
cleaning up unused system resources.  Input Fuzzing tests an application by 
providing invalid, unexpected, and random inputs to the computer

u Release

Continuous Code Signing - A security function that is responsible for defining 
and implementing corporate security policy as it relates to software development

u Deploy

2ÐÎÕÈÛÜÙÌɯÝÌÙÐÍÐÊÈÛÐÖÕɯÐÚɯÝÌÙÐÍàÐÕÎɯÛÏÌɯÐÕÛÌÎÙÐÛàɯÖÍɯÛÏÌɯÈ××ÓÐÊÈÛÐÖÕɀÚɯÚÐÎÕÈÛÜÙÌɯÛÖɯ
ensure that the application came from the correct developers

u Operate

Runtime Application Self -Protection (RASP) is a security technology that uses 
runtime instrumentation to detect and block computer attacks by utilizing 
information from the inside of the running software

u Monitor

User Entity and Behavior Analytics (UEBA) is a type of cybersecurity solution 
that discovers threats by identifying activity that differs from the baseline 
behavior



Threat Modeling SAST and DAST tools Question and
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Designing for Security: 
Threat Modeling

30



Goals of Threat Modeling

31

1. Enables organization to anticipate threats 
rather than reacting to them.

2. Prioritizes resources, allowing for an 
organization to focus on the most significant 
vulnerabilities first.

3. Promotes the development of secure software
4. Reduces risk and cost of a cybersecurity 

incident



What is Threat Modeling?

32

uAssessing security risks of a software 
ÚàÚÛÌÔɯÍÙÖÔɯÈÕɯÈËÝÌÙÚÈÙàɀÚɯ
perspective

Risk:

uThe potential for loss, damage or 
destruction of an asset as a result of a 
threat exploiting a vulnerability



What is Threat Modeling?

33

uA proactive approach to identifying, managing, and 
mitigating potential threats.

u Includes defining system components, identifying entry 
points, recognizing potential threats, categorizing threats, 
and implementing countermeasures.

uThe ultimate goal is improving system security and 
minimizing cybersecurity risk.



Components of a Threat Model

34

uSystem Overview - An understanding of how the system and 
software function, including how it interacts with other 
systems

uAssets - Information that needs protected, including any 
personal data, system configurations, or intellectual property

uAdversaries - Who might be interested in compromising the 
system. 



Components of a Threat Model (cont.)

35

uAttack Vectors - How Adversaries might attack the system

uWeaknesses & Vulnerabilities - Points where the adversary 
could exploit the system.

uMitigations - What measures can be taken to lessen the risk 
of a vulnerability.



Threat Modeling Process

36

uSystem Decomposition - Breaks down the system into assets, 
users, entry points, and data flows.

uThreat Identification - Identify potential threats from all 
perspectives.

uVulnerability Analysis - Identify weaknesses that could be 
exploited.



Threat Modeling Process

37

u  Risk Assessment - Estimate the impact and likelihood of 
each threat and vulnerability

uMitigation Strategy - Develop strategies to reduce the risks

uDocument & Communicate - Keep a record of all findings, 
actions, and unresolved risks

uReview & Update - Update the model as threats evolve.



STRIDE Methodology
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STRIDE Methodology Overview
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uDeveloped by Microsoft

uUsed to identify and categorize potential threats

uTypically used during the design phase of a system

uCovers mainly technical aspects



STRIDE Threat Categories

40

uSpoofing Identity

uTampering with Data

uRepudiation 

u Information Disclosure

uDenial of Service

uElevation of Privilege



Spoofing Identity

41

uDefinition - An attacker impersonates another user.

uTypes of Spoofing - Identity, IP, ARP, and DNS spoofing

uPotential Damages -Unauthorized access, stolen data, 
damaged reputation

uMitigation Techniques - Two -factor authentication, 
encryption, and education



Tampering with Data

42

uDefinition - Unauthorized alteration of data

uTypes of Tampering - Data, code, or configuration tampering

uPotential Damages - Unauthorized access, false information, 
and lack of data integrity

uMitigation Techniques - Checks for Data integrity, secure 
transmission protocols, and restrictions on access



Repudiation

43

uDefinition - A user denies having performed an action

uTypes of Repudiation - Transaction, email, and contract 
repudiation

uPotential Damages - Business disputes, auditing problems, 
and inability to enforce accountability

uMitigation Techniques - Digital signatures, authentication 
protocols, and monitoring



Information Disclosure

44

uDefinition - Unauthorized access to sensitive information

uTypes of Information Disclosure - Data leaks and breaches

uPotential Damages - Damaged reputation, regulatory 
penalties, financial loss, and a loss of trust

uMitigation Techniques - Access controls, encryption, data 
masking, and education



Denial of Service

45

uDefinition - Making a system unavailable to users

uTypes of DoS - Network, application, and system level 
attacks

uPotential Damages - Financial damage and loss of trust

uMitigation Techniques - Firewalls, capacity planning, and 
traffic filtering



Elevation of Privilege

46

uDefinition - A user gaining higher access privileges than 
intended.

uTypes of Elevation of Privilege - Role, Access, and privilege 
escalation

uPotential Damages - System manipulation, system damage, 
and unauthorized access to sensitive data

uMitigation Techniques - Access controls, patch management, 
regular auditing, and principle of least privilege



Limitations of STRIDE

47

uNo built -in method for risk scoring

uFocuses mainly on technical threats, which leaves out 
physical security threats

uRelies heavily upon the created data flow diagram

u Identifying threats and using the model requires a high level 
of expertise.



DREAD Methodology
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DREAD Methodology Overview
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u Introduced by Microsoft

uDesigned to evaluate and assess the risk of threats

uOften used with other methodologies, like STRIDE

uAims to prioritize resources, addressing the most significant 
threats first.


